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I. INTRODUCTION 


PR COnNERENT CORRELATION RECEIVER 


The optimum receiver which will detect the presence of a 
signal or discriminate between two different signals in the 
presence of additive white Gaussian noise, is the well-known 
coherent correlator receiver structure which has two equiva- 
lent forms, as shown in Figure 6.1 (Ref. 2). 

The binary communication problem is modeled using 
hypothesis testing theoretic principles in which one of two 
signals, S (t) or S.(t), is received in the time interval 
KOTI. Due to the presence of the noise, the observable 


signal r(t) takes on one of the two following forms 


Her dee nT) OCSE T 
or 


AS E) EE) 0Lt<T - 
where the noise n(t) is assumed to be a sample function of a 
stationary white Gaussian process having zero mean and power 
spectral density (PSD) level N,/2 watts/Hz. 

The optimum receiver (in the sense of minimum prob- 


ability error, Pe) generates the test statistic G, where G 


1S given by 
| 2 2 
Co (0,81) + = [sol r Is É) 


or equivalently 


G = (0,8) - (0,5) +7flIsel*- jep 


and compares it to a threshold in order to decide whether 
signal S (tb) Gr S (t) has been transmitted in the time 


interval [0,T]. The inner product notation (*,*) implies 


= 
(x,y) = [by dt 
and the norm notation ||*|| indicates 


A 
Ixl = (x,x) = fat) at 


In order to compute receiver probability of error, it is 
necessary to determine the probability density function of G 
conditioned on the hypotheses H, and H,. Denoting these 
density functions P (G) and Po (C) depending on whether s 
or S(t) respectively was transmitted, the error probability 


Pe can be expressed as 


Y co 
Pe = pato [ R (G) dG SE R) fe (G) dG 


= 00 r 


where 


A Lon 
PCHD 


and P(H,) denotes the priori probability that the hypothesis 
H, is true. It can readily be cheno n i IL T E eon 


É P. o? dz 
(C-DEN 


(1. 


where 


EE 3 
E fò «sito di 


and 


id 


| T 
P E |S s dt 


O 
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We can interpret E as the average energy per bit and Mas 
the normalized signal cross correlation. Using the 


oving definition of the error function 
F | ae 
a == dz 
erfa,, ( ZI e 
Equation 1.1 can be written as 


Po = NEI A PE 


ehe above equation it can be noted that as (1- D )E/N, 


increases, the error probability decreases. Pou) fixed sr) NZ 
therefore, the optimum signals choice is one for which P = 
-1. This occurs whenever S,(t) = -S,(t). A system employing 


this choice of signal is known as an optimum antipodal 


signaling binary communication system. 


Eee JAMMING OF COHERENT RECEIVERS 
1. General 


The objective of this section is to Summarize previously 
derived results on the performance of the coherent binary 
(optimum) receiver of Figure 6.1 operating ina jamminc 
environment. That is, the transmitted signal is interfered 
by the presence of a jamming waveform as well as additive 
white Gaussian noise [Ref. 1}. The signal appearing at the 


front-end of the receiver can be mathematically modeled by 


ee Ce CE) +n. (tr) 0£t £T (1.2) 
or 
A CE) SUSO 


where n. (t) is a jammer waveform modeled as deterministic, 


yet unknown to the receiver. 
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2. “Jammer Optimizabzon 


The effect of a jammer waveform on the optimum cohe- 
rent receiver is now presented in terms of its impact on the 
receiver probability of error. 

In order to determine the performance of the 


receiver, we analyze the test statistic G, which is given by 
| 2 2 
G = (r,Sy) +7 [Sol - sl J 


with r(t) now given by Equation 1.2 . Due to the assumption 
of a Gaussian zero mean noise having PSD level N5/2 
watts/Hz, it is simple to show that G is a conditionally 


Gaussian random variable with mean value 


| ç ul TS 
E (els; ) SES) ro Sap += - Is. | GO 
and variance 


No s 

y enna = 0 ili 

var{c|s; } z lisy |l 1: : 

With the mean and variance known, the resulting conditional 


density function of G is given by 


| 








Eels) = > ° 
J 
5 Sul 
- (SS) - Map - [IS - de 
exp e “< 3 + si J i IS- IS, | J 


E 





Ne [S4 sé cia 


From the general probability of error expression (Equation 
1.1) and an approriate change of variables in the integrals, 


when P(H,) = P(H,) = 1/2 the expression for Pe becomes 
Sp [Na + d] 
o | $ (18) 
EA > aie e LR + CO e de 

=00 


NA 


where 


lib 


a 
Z 
No lis! 


3 





ó 


From the jammer standpoint, the optimum jammer waveform must 
be chosen in such a way that it maximizes the receiver prob- 
ability of. error. A determination of the optimum jammer 
waveform can be made by first evaluating the derivative of 
Pe with respect to d, which is the cross correlation between 
the jammer waveform and the signal difference Sd(t). Based 


on Equation 1.3, we can show that 


a £ = 
O Pe - =e? [ni È y sinh SyN;-d 
SAT 
Due to the behavior of the hyperbolic sine function, we 


observe that 








OP _ EA O 
ad E s COHERE 
<0 TO 
and 
SP 3 
e 
i: SM exp | - sz ca + yf /2| >0 
od $ 
e 
for all values of d. Since Pe is a monotonic function of d, 
it is apparent that making d as large as possible in magni- 
tude results in the largest possible increase in Pe. In the 
limit as |[d]|-->® , it is easily seen that Pe --> 1/2. 
However, from the Cauchy - Schwarz inequality 


r3 


(1.4) 


lal = lesol < fassa 
with equality if n, (t) 1S proporcronalfr omo C 2 Defining 
AA lp , where Pn. is the jammer energy, the term 
|d|--> co implies that Pn; --> 00 when ||S¿]| <w . ‘Since 
it is not possible to have infinite jammer energy, one must 
constrain n, (t) suena” “Uthat Pn. is finite. From the 
Cauchy-Schwarz inequality, Equation 1.4 can be made into an 


equality if 


n.(t) = keSg(t) 


where K is a constant of proportionality It | nm K ma a 
E x 
K must be set to the value / Pn, rani | Thus |d| is maxim- 


ized by setting 


(1.5) 
n. (t) “vêm = Sy(t)/ [Sd] 
and from the above discussion, this results in Pe being 
maximized also. Substituting Equation 1.5 into the prob- 


ability of error expression (Equation 1.3) yields 





E on id 
ya O 


E 


lle A) (1.6) 


E = = 


It is possible to put Equation 1.6 in a more meaningful form 
by defining 


Ë a 
“hy, = SNR Signal to noise ratio 
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"Ne 


o š . . 
= = JSR : gamer to signal ratio 


and observing that 
2 y 7 
Isal = EIS - S(t) | 5 2 ail - O) 
O 


Then, the probability of error (Equation 1.6) becomes 


> - ENR(I=-0 + VEISR) 71.7) 
x - x/2 x So) 


(27% E dx +) [270 E dx 
L ISNRVI-P E [Eo 








nr 


Po = 


Analysis of Equation 1.7 indicates the fact that for a value 
en beyond ammo called break point , that is JSR > 


(1-0) )/2, an increasing SNR causes Pe to become worse, i.e., 


IC increases. 
3. Optimum Jammer Waveforms for PSK, FSK and ASK 


The effectiveness of a deterministic jammer waveform on 


various modulation techniques will now be presented for PSK 
modulation, where 


Rei o Si) A sin(W/t +7)  0<t4T 


with the constraint that WcT = nZ ;` n an integer. Also, 


results for FSK modulation will be shown, where 


een So) = A Sin W,t Ot T 
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with the constraint that S e m O TE F IRE (i a 


mz; l and m integers. Finally for ASK modulation 
S (t) = A,S(t) ; S(t) = AS) REA 


where we assume that ||S|| <co and for convenience, that Aj 
DERA The optimum jammer waveforms and resulting receiver 
performances can be obtained using Equations 1.5 and 1.7. 


Thus the optimum jammer for PSK is given by 


Gels wae je Lt < 
j nya OS Wet OSes T 


Since O = -1 for PSK, we have 


> | -J2SNR (1 + JISR) 
1 il i) Il T a 
Fo 1 1 VE ma dx 
[2 J2SNR ca -JUSRI = J 


For FSK modulation, the optimum jammer is given 





I > SW 
n; (©) = [Pp = sinz(W, - W. )t cos— (W, + W, )t 


Using the assumptions on W, and W,, the value of P is zero. 


Thus Equation 1.7 becomes 


ü ~/SNR (1 + Ve 


1 = 
a E (7 1 =e 
eco 27 E dx + |J27C E ER 
| SAR a - /2USR)  —®° 


Finally, for ASK modulation, the optimum jammer is given by 


SG) 


se. l 


and the probability of error becomes 
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- VSHR (fa + y2JSR) 


Pa 1 a 
+ [ec ci FRE = 
200 
SNR (Ja - /2JSR) 


—— 


where now 


p= PP bee 
A, + AS 
and 
2 
(Ai - Aj) 
CE AT + AG 
Mies break point for ASK occurs at JSR = CI Since EX < 


mim cerms of breakpoint efficiency, PSK is highest with 
a ‘break point' oc Uring at a JSR of 1. FSK is next highest 
werf ficiency with a break point’ occuring at a JSR of 1/2, 
and ASK is lowest in efficiency with a ‘break point' 
Æe uring at JSR < 1/2, 


DS ENCOHERENT RECEIVERS 


m General 


o = < - _—— — -—- 


In the coherent systems considered, the information 
bearing signals were assumed to be known exactly at the 
recelver. 

In noncoherent systems, the phase of the carrier 
signals is not available at the receiver so that the phase 
is treated as a random variable uniformly distributed over 
OZ |. As such, we may expect the performance of an 
incoherent system to be degraded in comparison to the 
performance of the corresponding coherent system. However, 
because of their simplicity, incoherent systems are widely 


used in many applications. 
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2. ASK (On - Off keying) 


In the case of incoherent ASK (On - Off keying), the 
Signals at the front-end of the receiver in the presence of 


noise only can be mathematicaly modeled by either 


leas 
H, : v(t) = Asin (Wt + GQ) + net) oli ( 
or 
Ho rí s r D, 0 Zt <T 
The amplitude À, the frequency Wc and the time of arrival 


are assumed to be known except that the phase @ is modeled 


as a random variable having an a priori density function 


il 


fe DI Za 
27 OZB<z2T 
fato) =] o. 
otherwise 
The additive noise is again assumed to be zero mean, white 


Gaussian, with power spectral density level N0/2 watts/Hz. 

In the absence of a jamming waveform n;(t), the 
optimum receiver for decoding the binary information (which 
is transmitted via the use of either a sinusoid that is 
incoherently received, or no signal at all) in each interval 
of duration T sec, is the well-known quadrature receiver. 
Its structure is shown in Figure 6.2 [Ref. 2]. 

There iS an alternate form of the quadrature 
receiver obtained by replacing the correlators with matched 
filters having an impulse response given by h(t) = sin We(T 
- t) and h(t) = cos We(T = ED o renna ann 
outputs at t = T (Figire 65) [Res DIR 

Still another important alternate form of the quad- 


rature receiver is an incoherent Bmalechec ulrer tolicredao 
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ann elope detector and a sampler as shown in Figure 6.4 
Na. 2]. 


Pora bDinary frequency shift keying (FSK), the 
received signals at the front end of the receiver in the 


presence of noise only can be mathematically modeled by 


either 


Hi: r(t) = A sin (Wt +®) +n) 04t4T 


OT 


Prt) = A sin (Wt +) OL TAN 


where the additive noise is again assumed to be zero mean, 
white Gaussian, with power spectral density level N,/2 
s j Usually the frequencies W, and Wo differ substan- 
El amy. The phases @ and D are statistically independent 
random variables, uniformly distributed over the interval 
[5.27]. 

Insofar as the signal amplitudes is concerned, two 
cases are distinguished. In the first case, the information 
bearing signal amplitudes are known and equal. In the 
second case, the information bearing signal amplitudes are 


treated as independent random variables that are Rayleigh 


distributed due to multipath propagation. For this second 
case, the following hypothesis testing theoretic model is 
used 

H, : r(t) = A sin (NW, t + (H))+n(t) 04teT 
and 


e) n tT 
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where we assume that the signal amplitudes even though 
random, remain constant over a T - second interval. The 


noise is modeled as in the previous analysis, and the signal 


amplitudes have (a priori) probability density functions 
given by 
a a” 
e _ — a > 0 
fala) = pu m, 
and 
b EE 
oe Mg > 
where AZ = E{A*} = E{B?7}. 
The results associated with ASK incoherent 


receivers can be applied toward obtaining the optimum 
incoherent FSK receiver. This is worked out in Reference 2. 
The resulting receiver structure is shown in Figure 6.5 

Individual channel matched filters shown in Figure 6.5 can 
be essentially replaced with tuned bandpass filters having 
center frequencies corresponding to the "mark" and "space" 


frequencies W, and Wo. 
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II. ANALYSIS OF JAMMING ON ASK 


A. GENERAL 


Fi this chapter, the effect of a deterministic jammer 
waveform on the performance of an incoherent ASK receiver 
will be investigated. 

The signal at the front-end of the receiver is given by 
Equation 1.8 with the modification that under either 
hypothesis, a jamming waveform ns(t) is present during the 
time interval [0,T]. 

For the coherent ASK receiver, the optimum energy 
constrained jammer waveform could be obtained by using 
Pewation 1.5 . However, the complexity of the mathematical 
expression for probability of error in the noncoherent case 
makes it very difficult if not impossible to derive the 
optimum energy constrained jammer waveform in closed form as 
will be seen in the sequel. 

A reasonable postulation is that the optimum jamming 
waveform for the coherent ASK receiver can act as a good 
jammer for the incoherent ASK receiver also. Thus, “such 
near optimum jammer signals are studied and evaluated in 
terms of their effect on the performance of the noncoherent 


Aok receiver. 


B. ANALYSIS WITH NEAR OPTIMUM JAMMER 


Analysis of the incoherent receiver starts from the 
mathematical model of the receiver front-end input waveform 


r(t) given by either 


nn) crer 


or 
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Ho CCE) nto n. (t) 
is the jammer 


interval [0,T]. 


where ni(t) 


Im the absence of n,(t), 


binary ASK problem is well-known. 


documented in the statistical 


[Ref Ze 


the optimum 


detection theory 


04t<T 


waveform present during the time 


receiver for the 
Its derivation is well 


literature 


The receiver structure is shown in Figure 6.2 


In this section, the effect of ne(t) on this receiver is 


analyzed by evaluating the resulting Pe, 


under the assump- 


tionBsnat n;(t) is a deterministic jammer waveform, however 
unknown to the receiver itself. Receiver performance 
requires determination of the statistics of either Gº or G, 
where G? is the output of the quadrature detector and is 
given by 
2 > 
Corno 
where 


E 
x . sin W.t dt 
Y = |) cos W.t dt 


6 


(Gaps) 
(uo) 


lib lib 


Provided that the random variable 


O, 


E (XxlH, OF = (AS, 8) + (n,,S) 
and 


E (va, 0} = (AS9,C) + (n,,0) 


20, 


is fixed to some Vale 


@ 


X and Y are conditional Gaussian random variables vich 


i 
= 


x|8 


II 
= 


Y|8 


h S is used in place of sin(Wc t + Ü ). It can also 


be seen that 


Var {x|t1,,0) E {(n,S)} 








.. sin 2W.T 
y 241, T 
= Var le] 
and similarly 
Var (ria, 0): NT | SIN 
4 244, T 
svar {vlu} 
For convenience we assume WcT = n70, where n is an integer. 
Thus the sinc terms above vanish resulting in var(X [H,, B ) 
= var(Y [H ;8) = NoT/á £ for É. If this assumption is not 
Rc an cdi cional rerm results. However, if A/Wc << T, 


the additional sinc term is small and may be neglected. 


Furthermore the covariance 


e {[x- e [x14,,6}] - [x - £ {xin0)} ] | 120) 


T ((n,5) (n,0)) 


Mae = ecos 2W. T 


= 0 i = 0,1 





E 24. T 


provided the assumptions on Wc hold. This implies that for 
any given value of 8 , both X and Y are uncorrelated 
Gaussian random variables and therefore statistically inde- 
pendent. The density function of G? conditioned on the 
phase Ü is noncentral Chi-Squared distributed, and is given 


Dy, 
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Fao (EH. » CÒ = 


agen E g + es (5) es: 


and zero otherwise. The variance G * is defined above and 


becomes 


CZT) 


seine A E° (x]H,,©} + E E CET 
| (AS 0,5) + 7 8) * | (689, ) + (n; O] 


Due to our assumption WcT = n7l, we obtain 





5 - (BT) AT [(n, picos Cs (n, Es) sin @| 
SO 


Similarly, if r(t) consists of noise and jammer only, then X 


and Y are also independent Gaussian random variables with 
E X|Ho} = (n, 4S) = 

and 
Eq Y]Hof = (n,,0) = my 

The density function of G* assuming no signal is sent is 


e glio = z (> zts (E) agi 


and zero otherwise, where 





SHE: 1 PARENT 2 
Tr È reo Gem (202) 
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resulting average probability of error is given by 


Pe 


P+ PCH.) + By PCH.) n° 
P(H, of < (g|H, ) dg + PCH) 8 2 (glH, 


dg 


where /) is the threshold with which G is compared in order 


to decide which is the true hypothesis. Observe that 


£ 2 (gH) = flo CI B) Fo db 
The first ¡integral in the above expression for Pe is E 
(probability of false alarm). It can be expressed as 
follows 
00 





] ci ; 
g f 
29% EXP NE To (185) dg 


vi 4 z 
= V exp = eee D avay 


No É 


POT O mo) 


where 
co 2 E 
doro, Ba fo exp (- +.) pan V 
is a well-known tabulated function called the Marcum 


Q- function. The second integral in the above expression for 


Pe is P, (probability of miss). It can be expressed as 
follows 
Y o 
Í 
| ciel Hi 0) fg (0) se | dg são) 
o - 00 
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O a 
— f (8) m ,8) dg | de 
8 G 18 
co O 


where in the second equality the order of the integration 
has been changed. The inner integral of Equation 2.3 can be 


expressed in term of the Marcum Q-function as 





E 
Ya exp (- E O BESO dg 
eG? 2" o 
O A 4 
E V exp E AA al 


2 2 


] - Q (e n oe 


— 


where A = Shy Therefore the probability of error can be 
written as 


JS 
E A RY R a 


270 /s 
2 
o di e | 
CERESIT ETET) 
0 


where the dependence on O is imbedded in the term / ane 
the threshold 7) for the jammer absent case is obtained as 


the solution to the equation 


- A T/2N, o P(H,) 
> n o = e = 
O ON ee is A E 





which can be equivalently put in the form 


2 
o ° dA [Va Tan n/0)) = R 


The toe function used here and also previously used in 


conjunction with the development of Pe is the modified 
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e e unction of the first kind. The appropriate setting 
of the threshold is an important issue for both coherent as 
well as noncoherent receivers. One could use the threshold 
setting that would be derived from the analysis of receivers 


operating in additive white Gaussian noise interference 


only. This approach can be quite unsatisfactory as demon- 
strated in Reference 1. A better approach would be to 
obtain Pe as a function of the threshold, and then search 


for the threshold that minimizes Pe. While this approach is 
intuitively appealing, lt is often mathematically intrac- 
table. While the threshold issue is not addressed in this 
particular section, it will be discussed in more detail in 
the sequel and simulation results will be presented. 

If the definition of average signal energy previously 
introduced is used, we have E = A*T/4 which is reduced in 
half in comparison to the binary signal transmission case, 
due to the fact that the information bearing signal(s) do 
not have equal energy. In order to afford comparisons with 
the coherent receiver case, we will implicitely boost the 
Value of signal amplitude A, to obtain E = A*T/2 in order to 
have agreement with previous cases insofar as signal ener- 
gies is concerned. Thus the threshold determination equation 


now becomes 


-SNR P(H,) (Che) 


. Cn lo») ue e; 


If we assume FA) = P(H.) = 1l/2; then 


TL 
Al JS. I 
ES de nto ra Eg] 


and the threshold o equation becomes 


-SNR 


Io|/2SHR (0 /0)] ul 


20), 


If we are to find the optimum jammer waveform so as to 


maximize Pe, an attempt must be made to solve 


aP a 
as ` 0 and 3 = 


a 


Unfortunately the resultant equations are mathematically 
involved and do not appear readily solvable for n¡(t). TE 
seems however that a ‘good’ jammer waveform can be postu- 
lated based on the results obtained for coherent ASK. It was 
found for that case that the optimum n.(t) is a tone at the 
carrier frequency. Thus the following ee e waveform can be 


used as a potential near optimum jammer, namely 


I 3 | (26) 
n = E, a sin Wet... WEN 


Observe that with this choice, AE = P+. š The prob- 
ability of error Pe can now be determined using the 
threshold setting equation (Eqn. 2.5) and the previously 
derived expressions for S and S'. The effect of the near 
optimum jammer waveform on the receiver (i.e., incoherent 
receiver performance) can be analyzed by evaluating Pe as a 
fune none Oe n,(t) using Equal some: ome Note that in 


Equation 2.6 the jammer energy is Pn; . It can be shown that 


(nS) = [reve sin? wet = J&T 
(n,,C) =FR J2 sin W. t co W Cdr e 


Then from Equations 2.1 and 2.2 tche probabi oE er s 
given by Equation 2.4 can be expressed in terms of SNR 
(signal-to-noise ratio) and JSR (jammer-to-signal ratio) 
using the fact that 
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= 2 SNR (1 + 2 /JSR cost + JSR) 
== 2 SNR-JSR 


Alu 


and the fact that /)/g can be obtained from Equation 2.5. 
For equally likely hypotheses, the probability of 


receiver error (Equation 2.4) can be expressed by 


Zot 
( /2SNR JSR 5 MG) (2.7) 
( /2SHR (1 + 2/]5R cosB+ JSR ) O aB] 


From Equation 2.7, Pe greater than 0.5 can occur if 


il , (2.8) 
Gute E = Org 78) =e 
“where 
= f2SNR (1 + 2/JSR cosO + JSR) 
Cl = /2SNR JSR and (9 = T) /O 
Since the periodic sinusoidal function imbedded in X "is 


integrated for one period, the condition X > might 
cause the condition of Equation 2.8 to be satisfied for a 
fixed value of 6 . Thus there is a possibility of obtaining 
Pe greater than 0.5 for a JSR value beyond the critical 


value of 0.25 which can be obtained from the condition 


A EA iS, 


V 2SMR-USR = J 2SNR (1 +2 /TSR cost + JSR) (2.9) 


JSR nat 
/ cost 5 
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Receiver performance in the presence of a jammer is 
expressed in terms of signal-to-noise ratio (SNR) and 
jammer-to-siganl ratio (JSR). A rectangular pulse of dura- 
tion T seconds has amplitude spectrum AT sinc Tf, and B = 


2/T is a rough measure of its bandwidth. Thus the expression 
of the form 














A T/2 faye = A /2 (2.10) 
No No 2 PSD-B 
T 


can be interpreted as the ratio of signal power to noise 
power (SNR) in the signal bandwidth [Ref. 5]. The term JSR 
can be expressed by 
h _ jammer energy (2.11) 
ae ee 
A*T/2 signal energy 


where Pn represents the jammer energy defined before. 


C. VARIABLE THRESHOLEDING EBBE 


It is apparent that when a fixed threshold value is used 
by the receiver, the effect of the jammer waveform having 
energy such that the resulting JSR value is above a certain 
level, is such that the receiver may be rendered inoperable. 

It could therefore be suggested that setting the 
threshold based on the value P(H,) or P(H,) only (see Eqn. 
2.5), may not be desireable. Values of threshold other than 
some fixed value may result in improved receiver perform- 
ance, in other words, reduce the jamming effect. 


Recall that the threshold setting equation is of the 
form | 


(20002) 
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where O we now can attempt to reduce Pe by an 
appropriate choice of threshold x. By varying the value of 





R (instead of using R = 1) we can obtain this threshold 
which denote X ' from the expression 
| E SNR 
Si E Te (R e ) 


y2SHR 


where I,7'(X) is the inverse modified Bessel function of the 
first kind. Using an approximation to I,(X) which is given 
by 


x 
Tole) = E 
fixe 





fOr x >>.) 


3 


Equation 2.12 can be rewritten as 


(2.13) 
u /2S5HR a - 2 fra’ 


- 2 Inz1 + Pncosur) + usar + AnR 


bon Equation 2015 Lt ¡cane be recognized that when SNR is 


large, variation of the value of R does not significantly 
affect the threshold value (4' because taking the logarithm 
of R reduces the effect of R further. Thus the large value 
of SNR suppresses the effect of variation of the term Un R 
AA This limited variable thresholding effect on the 
receiver which is under significant jamming is analyzed in 


graphical form in Chapter 5 for various values of R. 
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III. ANALYSIS OF JAMMING ON FSK 


A. GENERAL 


For binary incoherent FSK with a jammer present, the 


received signals under the two hypotheses are either 
H, : m(t) = A sin (W,t + @) + n(t) + n,(t) O £t <T 
CUI 
Ho meet) RAI: + DI HS n, (t) OLtET 


By separating the frequencies W, and Wo sufficiently, we can 
form signals that are orthogonal, have equal energy, and 
have the same advantage of ease of generation. 

The modified FSK receiver structure which is capable of 
varying the output of the each envelope detector (which is 
followed by a multiplier) is diagramed in Figure 6.6. The 
optimum receiver for the case where no jammer 1S present can 
be derived from statistical decision theory and is shown in 
Figure 6.5 . This receiver can be obtained by setting œK = 
1/2 in the modified FSK receiver shown in Figure 6.6 

In practice, incoherent FSK is widely used because of 
its simple receiver structure, its small performance penalty 
due to lack of phase coherence and its more efficient use of 
signal energies in comparison to incoherent ASK. In addi- 
tion, we are not faced with the difficulty imposed by a 
threshold that must change with SNR as is the case with 
incoherent ASK. Thus, a receiver which is known to be 
optimum for incoherent FSK transmission, has been modified 
by including some channel weighting. This has been done in 
order to be able to determine whether or not such channel 


weighting can reduce the effect of the jammer. 
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This chapter is devoted to investigating the performance 
of the modified incoherent FSK receiver in the presence of 
jamming and additive white Gaussian noise. By letting 4 = 
1/2 we can as a byproduct obtain the performance of the 
conventional incoherent FSK receiver of Figure 6.5 in the 


presence of jamming and additive white Gaussian noise. 


Bee ANALYSIS WITH NEAK OPTIMUM JAMMER 


The modified receiver performance can be obtained by 
introducing a null hypothesis (no signal) as a dummy 
hypothesis and by following the same reasoning as. in the 
analysis of incoherent ASK presented in the previous 
chapter. 

The receiver function is to compare the envelopes at the 
output of each channel once every T seconds and decide in 
favor of the larger of the two envelopes (Figure 6.6). For 
the purpose of analysis, let us first assume that a 'mark' 
ei has been transmitted, that is, the hypothesis H, is 
assumed to be true. An error is committed if Vo exceeds V,. 
An error is also committed if V, is larger than V, when a 
‘space’ signal has been transmitted, that is, the hypothesis 
BRs assumed to be true [Ref. 3]. 

Let Pe, denote the probability of the first type of 


error described above, which is expressed as Prob.(V, > V; | 


Haye Under the assumption that a ‘mark’ signal has been 
foie te OEP of one of the envelope detectors is 
given by 
2 > 
A A 
where 


T T 
K fro sane Yate ES cos W,t dt 
O O 
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Observe that X, and Y, conditioned on the phase and either 


of the two hypotheses are Gaussian random variables with 


T ° 
E (Xx )H,,0)= Pa sin Pri Eat 


+ Pao sin W,t dt = (S,,S), + (n,,8) 
V 
O 


and 
= 
E (Y, | Heo) A sin (WT cos d 
+ O 
+ fo COS. bL tua = (Src), ua. C), 
aY J 
where S, represents the function A sin (Wt + 0), S repre- 


sents the function sin W,t and C represents the function cos 
W,t. Likewise, assuming again that W,T = nx, n an integer, 
and that n(t) is zero mean white Gaussian noise with PSD 
level N5/2 warts/flz, Ve Obtain 


Var (x,18,,0) = v : ar (Y 8,0) = =. 


Furthermore, it can be shown that 





E [x = E {x,]H,,6}][x, a E (rm e)Jn.,0] = 0 
so that” the conditioni ss x, and Y, are uncorrelated 
and therefore independent. The sum involving random vari- 
ables X, and Y,, and producing qj, will result in a non- 
central Chi-Squared distribution so that 

| 
f aa (q |H 6 ss PES: [A Su 
ole 25% exp ¢ > o2 Y (a ) q,>0 


where 


N 
! 


É lx 18,0) | +r {118,9} 
IS So al A [s ' (1,0, 


Z 
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and (q * = NçT/4. Using standard random variable transforma- 


Mme techniques, 1t 15 not difficult to show that 





Z 
q Meets, oo 
fa 19f4,/H,,9) = — exp C——m 1, ( ) G D 
G o g 
so that 
(ES 
fo, (QI = far CalH:,6) fg (0) d6 
m/s exp(_ 2 qu e (482) 26 
L = 
where the dependence on @ is imbedded in the term Su. We 


now need to obtain the statistics of the output of the 


multiplier following the upper envelope detector. (See 
Fapure 6.6). That EIS, the probability density function 
fy Cee dN per derived. From standard transforma- 
tion theory, using the relation V, = 2(1 - X)q,, it can be 
shown that 
e 1 IH) 
fy OVIH) = —— fal —— | Hı 
' 2(1-0 ) 2(1-0 ) (3-2) 
y Z 
= HIT) e = Casa ts. 
ee O) P MOS 


il 
o” 
E pes TEEN FS ) dB 
On the other hand, the output of the lower envelope 


detector when H , is assumed to be the true hypothesis, is 
given by 
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aE t O, 
where 
oe 
i frw Sin Wot dt : a= ES cos Wot dt 
O o 
Following a similiar procedure as used above, it can be 


shown that 


“li 
EY JH, 8) = fá sin (Witt ODRE e 


O 


° 


r 
+ Payee cos,W t dt = Cone), + (n; 0) 
O 


and 


EX dH,, 8) = fa sin (W,t + 8) sin W,t dt 
O 


fr Sino OS Ss) GE, 
O 


3 
Here, S and C have the same meaning previously defined 
except that the subscript “0” outside the inner products 


implies that we should interpret S as sin Wet and C as cos 


Wot. It can also be demonstrated that 


- 


y 


var | XdH O): R CALR at 


and lee that 


E í | Xo - E { x4H,,9} | | Y, -E TE: 0 


so that the conditional r.v. s X War p nor r 
hence independent. Thus similiar to Equation 3.1, the 


expression for the conditional) density unction ola, 


becomes 
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27C 


F + a 
S 
RC | comin 
09 | paca a 
EA de ,  q,20 
O 
where 


U) 
li 


Ñ El Xo]H,,0) + E] Yo]H,,0) 


(SD + 1,50) + SO, + m0] 


and dependence on Ü now is imbedded in the term S,,. 
Applying again the random variable transformation Vo = 


2q,, the conditional density function of Vo is given by 








E e vas 
MO E a exp (- ga) * Sy. (353) 
O maio 


Vo 
Lo í 2 aye E dB 
o 


In order to compute the probability of error, we can now 
use the previous expressions for the conditional probability 
density functions which are derived assuming a 'mark' signal 
has been sent. That is, for a given value of V,, an error 
made VV Thus the average error probability is 
found by averaging the conditional error probability given 


by 


O 
P(V,) = [+ (v.| H, O dio 


Vi 


ever all Vi. That is, 


P, = Prob. [ Ve > val Ha] (3.4) 
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= ea] s, (EE 
O 


Vi 


Substituting for the density functions in Equation 3.4, from 


Equations 3.2 and 3.3, we obtain 





00 27 “y 2 (3 5) 
E = | | Freee ( - Wii; | 
o O 


L ! a 


Vo 
Io ( Za yan) dvo} ae | PEET Nav, 
20% Vi 


where the order of the integration has been changed for 


computational convenience. In the above equation the inner- 


most integral can be expressed in terms of the 


Marcum 
Q- function as follows 
e Vo Ve y > 
a exp (- (e) + Sol ) cz det) dv, 
v Dog ga 
= ( VSor Vi ) 
ae o > Zau 
Then, Equation 3.5 for Pe becomes 
27 7t ss 
a Soi Vi 
ba Sa | | Q ( 5 ee. as f (VB) dV, (3.6) 
‘Se an Po ° 


Mii, Lt) del 
DI Q G ? a 
O O 


z 
l 27E A V Shi / 
ESE exp (- É i | g ) ) OE 2) ae | ax 
0 


a G 
21 > 
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e E 


where in the second equality the change of variable x = 


ee has been made. 
sI o 


From the orthogonality Property of the signal pair used 
(which is obtained by assuming sufficient separation between 


two frequencies and that W, as well as Wo are large), we 
have 


k 
Fsin IL cee sim wot dt = 0 
O 


ee hat the term FPSO is independent of 6. Therefore 


Equation 3.6 can be rewritten in the following form 


as (Buy (3.7) 
ade 1 f E ( (So | LS ao expe 2. 
77 | J g a 
O ° 











e, > 
SE | 
D =) A d8 
| 
where the order of integration has been changed. 
Furthermore, using the following formula involving an inte- 
ral of a Marcum Q function [Ref. 4] 
o 
de E MOORE ( =) dR, 
fa ( or a Gs c (- ni Jame 
o 
= = G t RISO i 
o +o, 
ai 
i bw » faze 2” 


uo 


the inner integral in Equation 3.7 can be simplified in such 


a way that Pe, becomes 


3. 8) 


is o 1 ( VSu [O En | 
li] sy N PER 


è (1- af +a” Wi- afra 





DIO 


270 i. ME 
+ SIA ( “Sa Er _ (l-a) y dl 
(l-a Jta? E 0 


a CI a )ta7 , (l-a Jat ) d 


where the dependence on @ is imbedded in the term S,,. 
Following exactly the same procedure used in obtaining 

the expression for Pe,, Jt ean be “established tia pasa. 

expression for Pe,, which denotes the error probability when 


Ho is assumed, that is, Prob.( VIR BV Fi O tako eh Kren 


( 3259 


ri: e EE E A de] 


ce Ci as xy + x 


(T= do ee i Q y - “os IO 
i = GERE , (1- ae 
(1- Coe 


where only the term Sw is dependent on d . Therefore the 








total average probability of error (Pe) can be obtained from 
Po = En Po, + Pos ) 
assuming that the two hypotheses are equally likely. 


For the special case X = 1/2, the performance of the 


optimum receiver in the presence of jamming is given by 


FE di Le Tv 
Rep aha f h A Gey 


2 2 Tr O (3.10) 
VS ee 
“Qt aa Si ds 
1 








Observe that Equation 3.10 yields the performance of a 
conventional incoherent FSK receiver (vita no channel 
weighting) in the presence of jamming. If we now use as the 
jamming waveform the jammer which is optimum against a cohe- 


rent FSK receiver, that is 


O I 
n.(t) = Pa; É sin => (W- Wt cos > (W, + Hot o 


= [É [sin W,t - sin Hot] 


Enem che terms S,, (1,k-0,1) in Equations 3.8 and 3.9, which 
are a function of the jammer waveform n.(t), can be computed 


as follows 





a 2 
Ss, = [66,9 + (m5) + ((8,,0, + (m;,0), 
s (AIF + AVRT cos8 + AT 
< E 
2 2 
eee. (ns Co] + [(8,,0, + (Mm. ,0),| 
_ BT 
- DT 
and 
5l a 
Sos “< 4 (m,,0),] + [(8,,0, + E 
= da AT/h; T COS $ + RT 
e A 
= DE 
SR = (6,9 dr (n.,9)) + ea Í (n.,0)) 
J J 
MT. 
4. 


41 


Thus the probability of error of the unmodified receiver 
(Equation 3310) can be expressed in terms of SNR and JSR 
only (defined by Equations 2.10 and 2.11) as follows 


° e (3.12) 
E h TE Pla efe Sy q (ph ESE 
1 — a E 
` UT fe ( =“ Bio a Q e | ag] 





where 


Po SMR (2 + 2 /2JSR cos @ +JSR) 
o= SNR (2 - 2 / 2JSR cos q + JSR) 


Ba = Bio = SMR JSR 


Receiver performance can now be evaluated as a function of 
SNR for fixed values of JSR. 

To provide further insight into the performance of the 
modified incoherent receiver, the effect of varying of can 
be analyzed via computation of the probability of error Pe 
from Equations 3.8 and J79: In terms of SNR and JSR, Pe 


becomes 


Pe = P(H,) Pe, + P(Ho) Po, 
JE 
P(H,) ci a z] (Ei ods s/Ca Bor) de] 
+ P(H,) c. [zz ° Q UA Bo NC au) de] 
O 
270 
+ P(H,) Cdi -z | Seadoo AEBn) 39] 
+ P(Ho) c| = Jo 6, Ja) do] 
O 


(3.13) 


" 
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where 


>. > 
Ce = SS s Ca = SA 
Ma Geir. 


The effect of a jammer that uses a single tone only to jam 


either ‘mark’ or ‘space’ signals, can be analyzed by setting 


(3.14) 
n (E) > EA Sin W,t 


OD 


nt) =P LÊ sint 
3 nd T W T 


If the first choice is used, we obtain 
(3.15) 


F: EQ, | 1 - eho One Me EsBo ) as] 
Eo na a a Nerd ) del 

+ PHD) C2 [1 -fa Wade ci Bre ) ad] 
| 


+ P(H,) C, flo erre SELE) dl 


t PCa Ca 


where ; 
a 2 SNR (1 + 2/TSR cos 6 + JSR) 


/ 
Baz 0 
oli= 2 SHR 


Bo = 2 SNR JSR 
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and if the second choice is used, we obtain 


O | ] A fo de OS as | 


Eve 


Po | = fá dep era ae | 
+ P(H,) Ca | Le eE ENS dp] 
A e | E [fo (i rea ap] 


The effect of varying the threshold A on receiver Performa 
ance for the jammer waveform of Equation 3.14 is discussed 


in. Chapter s: 


C. FREQUENCY MODULATION SWEEP JAMMING 


In certain situations, the need to jam a certain 
frequency band rather than a discrete set of frequencies 
using tone jammers may arise. Therefore an FM sweep jammer 
will be proposed, analyzed, and its effect on the incoherent 
FSK receiver investigated as a function of the number of 
times the jammer sweeps the signal band during the signaling 
interval [0,T]. The mathematical model used for an FM sweep 


jammer is 


n O = (E È sin | Wst + Kefa coste at | O4t<T 
J US a J 


After carring out the integration we obtain 


š CI ; | 
n. (t) = Pn = sin [st + 8 sin a + 8 
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where { = K£4/W; and O is a deterministic phase angle. 


The instantaneous jammer frequency is 


Wilt) = W, + BW, cos W.t 
J 


so that the instantaneous jammer frequency covers. the band 
(Ws - BW; ai + BW). Assume that W,T = 271 and W.T = 
27-k, where 1 and k are integers. In order to determine 


receiver performance in the presence of such a jammer, the 


parameters Six (i,k = 0,1) which are a function of n. (t), 
must be determined. Before so doing, we evaluate 
T 
(n, oe afin ( Wet + B sin W.t) sin W t Ct (3.16) 
3 ! 
K=0,1 


where Since the fixed phase B represents a time delay only, 
it is set to zero for computational ease. Equation 3.16 can 


be rewritten as follows 


J (3.17) 
g . 
(n.,S) = Ba (cos l (We - Wx)t + B sın Wet 


- cos | s+ Wt + 6 sin Wt | dt 


By uSing the well-known Bessel function coefficient expan- 
Sion for each cosine term in Equation 3.17, the following is 


obtained 


Sin (Ww) tnw] (3.18 
ne EL e ` ) 


nZ- (Ws Wr) + NW; 


(+) nw. 
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Since the FSK signal covers approximately the band (Wo - 
470/T , W, + 472/T) (assuming Wy 20h), 1t rsgres pn me 


set 


od 
W = —( W 


a Mo (3. 19) 


so that the instantaneous jammer frequency band (Ws - OW. ; 


W. + BW.) completely covers the signal band provided that 


$ AM. 3 4.70 
- Bn. A e Wi ON + 


This means that 
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Bw. = (W, -W,) + = 
must be satisfied. Since for FSK signaling we have assumed 
chat 
(W - wo) T= 17 : (W n von E 
where 1 and m are integers, and Wet = 2/7. k, ditiis apparent 
thas 


e= El» + 1/2] 


Note now that the integer k determines the number of times 
the jamming waveform will sweep the signal band in one bit 


interval. Thus from Equatiom 57 ES ande quari on alo ave 


aj of Faye 8) |-Sinbe(io ut nu] 


z(u, W, + NW, 
- _Siml=(34, tu) r 
7(3w + uy ) + nu: | 


have 


which becomes 
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[RT E | Sin n(2nk- 8/2) 
(n 95), Ë Z 2 Int E K(ank— 8/2) SON) 
Sin mank+m-+ 4/2 ) | 


T2NK+m + £72) 





and 


AL 
Ro Mo | Z (wh Wh) + NW 
sinfe(W t3u,) +mu,] T 


E(W+3W)+nW, 
which becomes 


(n, 8), = PaT w | See it £/2 ) 


= Tem K + 2/2) 


; (3.219 

F uuu Je 7) ; 
TU2NK+™ - £72.) 

If 1 is an even integer, then Equation 3.20 and Equation 


Eat mosE conbajnlivo terms respectively. These terms can 
exist only if the argument of all SINC functions is zero. 


Therefore Equation 3.20 and Equation 3.21 can be simplified 


to yield 
DR 
(n 35S), = E [Im € B) = Jn, ( 8) 
where n, = 1/4k, n, 3 - (mir pl / 2 )”7/ 2xK and 
n. T 
CIS) ABI [on (8) - In, 8) 
puerco - 1 ni = = (m - 1 2) Pp oh. 


In view of practical communication system constraints, 
the integer m will typically be much larger than 1 because m 
and l represent the sum and difference of the signaling 


frequencies respectively. In particular we See that 
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Ix(B)<< Lafon e <<) “ke Hencebhe term (6 ) and 


Jn B) can be neglected so that 


4 


E (32:22) 
nil 
(n 5,5), (87 In (CP) 
and 
A T 
(n S), SRI Inst BO (3.23) 
The other parameters to be considered are . 
LI i i 
? Ho in Y. ic cle 
“aS h J T 2 (Wt + f sin 1,0) cos Y, | 
where B a Wi. Using again the Bessel function coef- 


ficient expansion and appropriate trigonometric identities, 


we obtain 


D7 e Sin E(2NKk+mtf/2) (3.24) 
(nO, = PT Sam P | È ) | 


ARA 2/2) 
E sin 5(2NK- 3/2 
| B{2NK - X72 
and | 


sin 2 (2nk + sin 2 (2nk + 1/2) (Es) 
¿A - È mg) o o e 


sin 3 (2nk + (Mae 
(20k +om E ao 
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We note that all the terms in Equation 3.24 and Equation 
do 2omcake on the form of a SINC function times a sine func- 


tion. We can readily show that for even values of m and 1, 


Di 240 
(n.,C), = (nC), = ( ) 


Using the mathematical forms given by Equations 3.22, 3.23 
and 3.26, the performance of the receiver with FM sweep 
jamming is obtained via the use of Equations 3.8 and 3.9 and 


evaluated from the expression 


(3127) 
re = PtH) C, (1 - he fa era ys [Cs Bor > de] 
+ P(H,) Ca = È UTI E du > de] 





+ P(Ho) > E ely come YET EOS dg) 
+ P(H,) o, == f: s r > dp] 


where 


of = 2 SNR la + 2/ISR Jn, ( B ) cos8 + JSR I ( 8 ) 
od= 2 SIR | 1 + 2/TSR “ma B ) cosh + JSR Jn, 8 J 
= (Bro = 2 SNR JSR In, ( 8) 
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C, and C have been defined in Equation 3 1 8 ph o o o s. 
this equation SNR and JSR are defined by Equattons 2a 
2.11 respectively. 

The performance results to be presented are a function 
of SNR, JSR, and the number of times the jammer sweeps the 
signal band. This is discussed in greater detail in Chapter 
SI 
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IV. ANALYSIS OF FSK IN THE PRESENCE OF JAMMING AND FADING 


A. GENERAL 


In certain propagation media, the received signal trans- 
mitted via a free space channel is often subject to fading, 
a phenomenon caused by multipath propagation and the equiva- 
lent addition of random phasors. The vector Sum Signal will 
have an envelope which changes with time resulting in an 


effect known as fading. 


The fading signal model often utilized is that of the 


nonselective, slow fading, Rayleigh distributed signal 
amplitude where it is assumed that the amplitude, while 
random, remains constant over the time interval [0,T]. Thus 


the received envelope is now random with probability density 


function 


Ad 





a> 0 


tI] | eu 
em 
N 


Mere E SEA] denotes the mean squared value of the signal 
amplitude. 

The optimum (minimum probability of error) receiver 
structure in the presence of additive white Gaussian noise 
(however with no jamming present) is the same as that for 
noncoherent  nonfading FSK and its structure is therefore 


given by the receiver of Figure 5. 


POO 5 T S IS WITH NEAR OPTIMUM JAMMER 


We shall analyze the effect of Rayleigh fading on an 
incoherent FSK receiver operating in the presence of a 
jammer in addition to the additive white Gaussian noise. 


Thus, the signals at the front end of the receiver are 


either 
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H, : r(t) = Asin (Wot +0) + n(t) + n.(t) O04t ST 
or 


H.: r(t) = Bsin (Mt +D) + nt) + ES 


where the amplitudes A and B are independent identically 


distributed random variables having density functions 


z 


= ADE Ea 
fg(b) = rexp(- Zaz) b=0 


with E(A) = E(B) a Se and EAS REC 206 


Note that FSK with fading is the same as what was previ- 
ously analyzed (FSK without fading) except that now the 
signal amplitudes are random varibles. Therefore for a 
fixed value of A, the error probability when a “mark” signal 
has been transmitted is the same as that of the noncoherent 
(nonfading) FSK case. That is, we can use the results of 
the preceding chapter and in particular make use of Equation 


3.7, to obtain (for the special case of XX = 1/2) 


r] 





2 
1 i ot x =i (=+) 

Pa CA) = = Q ( 3 x) x empre q) 

o ° Z 


Zar 
A. E 


Io (x dx 


where the dependence on A is due to the fact that the term 


S defined previously depends on A. Then, Bo: becomes 
00 
a PCA) PCA) da 
o (4.1) 
o f fany (° 3 Man 

n 1 von X eNO 

ae, Q( —,x)x exp(- — —— n 
T 0 Ó > G 2 
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N 
Pi AE 


27 00 2 
= di | qero x exp(- >) 


Ao" 42 
( — Su )-A 
(A exp - . METE aa} dx | dé 


x Sas dx) as mc erp —) dA 


2A 


where the last equality has been obtained by interchanging 


the order of integration. This equation does not appear to 
be readily simplifiable. If we take a closer look at the 
innermost integral in Equation 4.1, that integral might be 


evaluated using 


co 
u- 1 
f: IT Ca ie) sal dt 
0 


E V 

(EG -a 

= e, E 1 vel; 72) 

2p [7(v+1) 2 4 p 
i re Il, (°) is the modified Bessel function of the first 
ainda «of. order v, m Peas then Canna function, and 
MEN e Confluent Hypergeometric function. In 
the special case of X, = 0, the . Confluent Hypergoemetric 
AI UA) = 1 So that the integral in question 
can be simplified in this case. However, since the term Su 


includes the integration factor A, we may be able to calcu- 
late and express Equation 4.1 in a simpler form using the 
formula above for the case in which the variable A could be 
Separated out in the term /Sun for a given jammer waveform. 


The same arguments apply to obtaining the probability of 





error under the hypotheses H,. Thus Pe can be shown to be 
given by 
NS 2 
A VISTE _ 
a DEI | Q( E ,x)x expl 5 ) (6.2) 


| A 2 (a 
Seo Es go 

LAT S xp K | I(x + ) da | ax [ao 
ar 


DI 


Using Equations 4.1 and 4.2, we can evaluate the performance 
of receiver in a Rayleigh fading environment from 

" 
Po à g a] È Ss) 


assuming that the two signals are equally likely to be sent. 
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MADE SCRURTEON OF GRAPEMGAL RESULTS 


A "GENERAL 


In this chapter, the analytical results of the previous 
chapters are now presented via graphical means based on the 
derived mathematical expressions for receiver probability of 
error. 

The plots presented display the receiver probability of 
error (Pe) as a function of SNR for the various jammer wave- 
forms previously considered for a set of JSR values. 

Saca Lot Ene case JGR = O has been. included in 
order to provide the basis for comparisons of the jammer 
effectiveness on the receiver performamce as it relates to 


additive white Gaussian noise only interference. 


B. ASK (ON - OFF KEYING) 


The graphical results for the incoherent ASK receiver 
performamce are presented first. These plots correspond to 
numerical evaluations of Equations 2.5 and 2.7 for equally 
Il j T o ee chat is, P(H ) and P(H.) are equal to 
| 2. 

The plot of Pe for ASK modulation is shown in Figure 6.7 
as a function of SNR for fixed values of JSR, using a jammer 
des specuied in Equation 2.6. Figure 6,7 clearly shows the 
‘break point’ phenomenon in which if JSR increases beyond a 
certain value (0.25 in this figure), Pe increases with 
increasing SNR. From this figure, one can observe that 16.0 
db of SNR is required to obtain a Pe of 10º without jammer, 
i.e., at a JSR value of 0.0. In comparison, it takes 23.5 
do ore NR com obtain the same Pe for a JSR value of 0.1. 


Thus, in the presence of a jammer with a JSR value below the 


DO 


break point, we need a larger SNR in order to obtain the 
same performance level of a receiver operating without a 
jammer interference. However, in a jamming environment, a 
JSR value above the break point produces a Pe which 
increases with increasing SNR. In fact, there lsnom alte 
of SNR that can produce Pe of 10º for a JSR above the break 
POBRE: For the case of ASK modulation, the break point 
occurs at a value of JSR Which da approximace n eee 
obtained from Equations 2.8 and 2.9. 

Figure 6.8 shows the variable thresholding effect on the 
jamming situation with JSR = 0.3 beyond the break point (JSR 


SOMA Ye Instead of using the fixed threshold as given by 
Equation: the variation of the receiver threshold 
obtained from Equation 2.5 by changing the valve oi Ram 


reduce the jamming effect over a restricted range of SNR 
values as shown. However, Since as shown in Equation 2.13 
the variation of the value R does not significantly affect 
the threshold value, the variation over a wide range of 


values of R does not result in a significant change in Pe. 


G. FSKeWITH TONETJAMMER - 


This section presents graphical results pertaining to 
Jamming effects on FSK modulation with a single tone jammer 
acting against one of the two channels and a jammer 
consisting of two different tones acting against both chan- 
nels simultaneously. 

Figure 6.9 corresponds to the performance of the optimum 
FSK receiver in which & = 1/2. Equation 3.10 or Equit ram 
3.12 is used to evaluate performance with the near optimum 
jammer specified in Equation 3.11. This jammer waveform 
can be thought of as ‘mark’ and 'space' channel jamming. 
Figure 6.9 shows a similar result to that found in the ASK 


case except that the breakpoint occurs at a higher value of 


3.00 


fen tian that “found for ASK. Tits Dredkpomme Occurs at a 
JSR somewhere between 0.5 and 1.0 as shown in this plot. 
From this figure it can be noted that 13.5 db of SNR is need 
Pomo talla Pe ot jg ° for a JSR value of 0.0, but the same 
Pe is obtained by increasing the SNR to 16.5 db for a JSR of 
O 1. This demonstrates that relatively low JSR values 
require a significant SNR boost in order to maintain a 
certain desired Pe value. 

AS shown Iinesreires 6.7 and 6.9, comparison of ASK and 
FSK modulation reveals that FSK is somewhat less vulnerable 
to jamming. However it must be remembered that the jammer 
waveform n.(t) used in each case is different. 

The effect of the single tone jammer on the optimum FSK 
receiver iS presented in Figure 6.10 which corresponds to 
the evaluation of Equation 3.15 . The single channel 
jamming on either the 'mark' or the 'space' channel has the 
same effect insofar as single tone jamming is concerned. 
Therefore the effect of ‘mark’ channel jamming only is eval- 
uated and plotted. Note that in Figure 6.10, 19.5 db of SNR 
e edairedito obtain a Pe of jo = as compared to an SNR of 
24.5 db in Figure 6.9 for a JSR value of 0.3 with Pe = 107° 
also. 
| As expected, Figures 9 and 10 demonstrate the fact that 
single channel jamming is less effective than simultaneous 
jamming of 'space' and ‘mark’ channels with a near optimum 
Jammer. 

The effect of a variable threshold on FSK will be 
considered by changing the value of AL in the modified 
receiver shown in Figure 6.6 . For a value of (Á other than 
1/2, the simultaneous jamming of 'mark' and ‘space’ channel 
results in a compensation of the other channel such that the 
jamming effect remains the same as in the case of AA De 
In other words, it is difficult to reduce the near optimum 


jamming effect by means of a varying the threshold. 


5g, 


On the other hand, when one channel jamming is applied 
to the receiver, the jamming effect can be reduced by 
adjusting the threshold with increasing SNR as shown in 
Figure 6.11, particularily for JSR of 1.0 and various vales 
of A. A moment's reflection will reveal that the ‘mark’ 
channel jammer increases the output power level of the upper 


envelope detector (see Figure 6.6) so that when the 'space' 


Signal is sent, the error increases. Therefore, for this 
type of error, under the assumption that the ‘space’ signal 
has been transmitted, Pe can be reduced by lowering the 


level of the output of the multiplier by using an appro- 
priate value of OA. 


D. ESK WITH. FM JAMIER 


This section presents the effect of an FM sweep jammer 
using sinusodal modulation on noncoherent FSK signaling. The 
FM jammer was designed to sweep the bandwidth occupied by 
the signal several times during a bit interval. Thus the 
jammer effectiveness was investigated as a function of the 
number of times the jammer sweeps over the band of the 
signal during one bit-time interval. 

Figure 6.12 shows the result for one sweep of the jammer 
per bit interval. Figure dons shows the result of 
increasing the sweeping to two sweeps per bit interval. 
These plots show that the FM sweep jammer can be more effec- 
tive by increasing the number of times of jammer sweeping 
during a bit interval. This can be expected from the results 
obtained in Equations 2.0 In Figumewor U2, in. order fro 
obtain a Pe of 19 °, 16.0 db of sis Eed RS 
of 0.3, but in Figure 6.13 whieh corresponds CONC epee 
jammer Sweeping, the same Pe can be obtained by increasing 
the SNR value to 19.5 db for the same JSR value of 0.3. In 


comparison to the previous case of FSK with tone jamming, 
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for the same jamming environment (i.e., JSR value of 0.3) 
Mares and 6.10 snow that 24.5 db and 19.5 db of SNR 
are required respectively in order to get the same Pe of 
K 


These different requirements of SNR value for various 
jammer waveforms show that the FM sweep jammer can be effec- 
tive but in general is not as effective as the near optimum 
jammer. Note that from a practical point of view, the added 
complexity of FM jammer waveform may make it an unlikely 
candidate for a replacement of the near optimum jammer. 
However, one advantage the FM sweep jammer has over the near 
optimum jammer is that the former can spread its power over 
a large bandwidth easily and therefore is more effective 
than the latter in the case of lack of exact information or 


knowledge about the signal carrier frequency. 
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VI. CONCLUSIONS 


The familiar model in which Gaussian noise is the total 
interference is not adequate when jamming or interference 
Signals are present in the transmission environment. This 
thesis has analyzed the effect of various deterministic 
jammer waveforms in terms of probability of error on binary 
incoherent receivers operating in the presence of noise. 

From the jammer point of view, the goal is to cause the 
maximum possible error to the various receivers while making 
efficient use of its available power (i.e., with fixed 
jammer power). For coherent receivers, it was proved that 
the optimum jammer waveform 1S made of a deterministic 
Signal proportional to the difference of the binary signals 
used to carry the digital information. This thesis has 
demonstrated that those optimum jammers derived for coherent 
receivers perform their function as near optimum jammers 
satisfactorily against incoherent receivers. 

Therefore, these near optimum jammers can be concluded 
to be one of the most attractive candidates for efficient 
jamming of binary incoherent communication systems. An 
optimum jammer has not been derived or analyzed because the 
complexity of the expression for Pe makes it very difficult 
1f not impossible to derive the optimum jammer waveform in 
closed form. Other jamming waveforms such as single channel 
jamming and FM sweep jamming showed its inferiority in 
comparison to near optimum jammer waveforms and their effi- 
ciency can be reduced by means orman rro aCe ene 


the receiver threshold. 
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Figure 6.1 Correlation Receiver for Binary Signals. 
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Figure 6.2 Quadrature Receiver for ASK. 
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Figure' 6.3 Alternate Form of Quadrature Receiver. 
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Figure 6.4 Incoherent Matched Filter Receiver. 
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Figure 6.5' Incoherent Frequency Shift Keying (FSK) Receiver. 
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h(t)=sinW(T-t) Envelope 


04t <T Detector 


h(t)ssinW{T-t) Envelope 
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Figure 6.6 Modified Incoherent FSK ON 
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DIGITAL COMPUTER IMPLEMENTATION OR THE MARCON TO TEOR 


The Marcum Q- function occurs frequently in communication 
problems involving incoherent detection of signals with 
single or multiple observations in the presence of noise and 
jamming. So it is often necessary to compute values for the 


Marcum Q-function which is defined by 





È via š (A.1) 
Odo SB) E exp(- ) Ip i V) dV 
p | 


x 


Vta? 
l -f exp(- — ) Into V) dV 
2 
ð 


where I (*) AS the modified rr p s Reet ones zero order. 
It is noted that the integrand E O) of Equation A.1 is 
the Rician density function hi is sometimes called the 
peneralized Rayleigh density function. The normalized 
Rician distribution for G ° = Teste eee I 

For large values of X, the Rician density function f(V) 
can be approximated by the normalized Gaussian density func- 


tion with mean value of approximately X . This can be justi- 


fied as follows 


Vita? 
f(V) = V expl- T ma ) Ita V) dv 
LI aV 
~ V `+ 
= al (ces de = 
DL 





Z ES, 
= V _(V-a) ]_ 21 2 
for el] e 


2 2 


whee 


O 6 
o O(RAYLEIGM) 
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Figure A.1 Riclan Density Function. 
2 
by use of the approximations I, (X) = , and VY = V? 





for large > ` (27x 


In order to implement the computations of the Marcum 

Bb unerronkcisinp Med cita) computer, particular interest 
must be focused on values of the function on the tails of 
the Rician density defined by the integrand in Equation A.1 
Specifically, small values around the tails of the 
density must be monitored because of the limitations of the 
digital computer. By a change of variables (X = AN) the 


Marcum Q-function defined above can be expressed as 


ê A do 
OC a ¡CBS L - Lf" exp - Sa o.) | AI lex ) 
o 2 


— X l 
where f(X) = 1,(X). Since the digital computer can treat 
EN co ner range of y. such that -180.218 <y $ 
174.643 for the function e” ( for the IBM 3033 ), for 


digital computer implementation of the Marcum Q- function the 
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integral limits need to be adjusted to meet the Conditions 
for these acceptable values in the computer. Negligible 
areas around the tails of the density beyond certain bounds 
must be discarded without significantly increasing overall 
error. Therefore from Equation A.2, the integral limits can 
be substituted with appropriate bounds such that exponent 


satisfies the condition given by 


x 2 
= ras AO 


In other words, the variable X must be located within the 


range &? - A {360 < Xs K? + A /360. For a value of X 


beyond that range the exponential of Equation A.2 is too 


-180 
small (less than © ) compared to other computed values 


so that the area outside of the new limits can be neglected.. 


Let us denote UL and LL the upper and lower limit 
respectively defined by 


2 
UL = af + a/360 <ul =a a /360 


Then we can consider the various situations case by case. 
If the lower limit LL is positive for certain values of X, 
then in the case of xB “LL. that ase 6 < x- /360, the 
integral value can be ignored so that the value of QA 8 ) 
can be assigned to be one. In the case of LL < AP Seo, 


that is, o( - /360 < B < + /360, the Marcum Q-function 


can be approximated by 


1 — (+ x 
Qfa,fI9)s 1- 1 exp] ASM EC) dx 
CE 


In the case of AB > UL se 8 > x + 360, the 
Marcum Q-function can be computed from 


ies ees é 
OC ASEO na =f x exp | - da £(x) dx 
Cena 2 
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On the other hand if the lower limit LL is negative for some 
value of ol, then there are two cases to be considered. In 


the case of XB UI ae is; 6 < X + y 360, the Marcum 
Q- function can be substituted with th. value given by 


1 x8 x 2 
Ue ar eno So a 
QE Z 2 


Finally in the case of XB A ES 6 > of + | SIGUR 


the value of Marcum Q-function can be computed from T 


M eE 
Q( oe , B) = 1 - Efx expl - a | Í Co kd >x 
a È 5 2 
Here it has been assumed that the function f(X) defined by 
SÙ TOS es Anat. impase the limitation of computation on 
the digital computer and that the library functions for the 
computation of E O) and its integration with desired 


accuracy are available to the user. 
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